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“Cybersecurity Update and Incident Response Plans for Ransomware and Data Breaches.” 
 

Questions/Topics to the Panelists  

A. Incident Response Plan  
 

1. What is an incident response plan?  
2. What are common situations when incident response is needed? 
3. What should be included in an effective incident response plan? 
4. What are the crucial first steps after an incident? 
5. What can be done on the front end/preventatively to be better prepared from a legal perspective? 
6. How much does my business need to invest in cybersecurity?  

 
B. Vendor Agreements 

 
1. What legal issues are involved with respect to vendor agreements, disclosing, privacy vs security? 
2. What terms are the most important in vendor agreements?  
3. If a business uses a 3rd party vendor to manage their IT network and back up frequently, a claim occurs, 

who is legally responsible? The business or the IT vendor? 

 
C. Security Event  

 
1. What are the legal, regulatory, and contractual notification requirements for your business? 
2. What are the most common types of security events?  
3. Is it possible to have a security incident and not be aware of it? 
4. Why are end users the weakest link? 
5. What are your organization’s compliance obligations? 
6. What type of cybersecurity insurance policy does my business need?  
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1. Key terms: 
 

Malware- malicious software created by cybercriminals to gain access to computers 
and networks. Some examples are viruses, spyware, adware, and  ransomware. 

 
Ransomware- type of malware; cyber criminals seek to benefit by taking hostage a 
business' data, infrastructure, intellectual property, or privacy for a  lump sum of 
money, 

 
Social Engineering- type of cyber crime where criminals trick users into  taking an 
action through emails, phone calls, or mail. 



 
Funds Transfer Fraud- perpetrated through false phishing, email compromise, 
and social engineering. Criminals send spoofed emails that  appear to be 
legitimate to trick a victim into transferring wire funds. 

 
Multi-Factor Authentication (MFA)- MFA is an add-on or improvement to a traditional 
password. It acts as a second layer of protection to confirm authorized access. 
Anything an employee might need to log in to, MFA gives them a second layer of 
authentication. Logging into an application or device with a strong password is good, 
but adding MFA makes it better. 
 
 

2. NIST Cybersecurity Framework: National Institute of Standards and 
Technology developed the Framework Core for businesses to use to manage 
cybersecurity risk.  

 
                   Available at https://www.nist.gov/cyberframework  

 
 The Framework Core is a set of cybersecurity activities, desired outcomes, and 

applicable references that are common across critical infrastructure sectors. The Core 
presents industry standards, guidelines, and practices in a manner that allows for 
communication of cybersecurity activities and outcomes across the organization from the 
executive level to the implementation/operations level. The Framework Core consists of 
five concurrent and continuous Functions:  

 
1. Identify: Develop an organizational understanding to manage cybersecurity 

risk to systems, people, assets, data, and capabilities. 
2. Protect: Develop and implement appropriate safeguards to ensure delivery of 

critical services. 
3. Detect: Develop and implement appropriate activities to identify the 

occurrence of a cybersecurity event. 
4. Respond: Develop and implement appropriate activities to take action 

regarding a detected cybersecurity incident. 
5. Recover:  Develop and implement appropriate activities to maintain plans for 

resilience and to restore any capabilities or services that were impaired due to a 
cybersecurity incident. 
 

When considered together, these Functions provide a high-level, strategic view of the 
lifecycle of an organization’s management of cybersecurity risk. The Core is not a 
checklist of actions to perform. It presents key cybersecurity outcomes identified by 
stakeholders as helpful in managing cybersecurity risk.

https://www.nist.gov/cyberframework


 


