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 History of Data and transfer of Data 
▫ 1844    First telegraph transmission 
▫ 1950’s  Dept of Defense began developing 

     what is now the internet 
▫ 1990’s  Private use of the internet begins 
▫ 2007     First iPhone released 

 
 

2 



Explosion of Data Transfer devices 
 2003   500 Million devices connected to 

  internet 
 2013 7 Billion devices 
 2007 12.5 Billion devices 
 2015 25 Billion devices 
 2020 50 Billion devices 
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Other Data transfer devices  
 Estimated that there are 177 Million 

wearable devices in the world. 
▫ Fitbit, Smart Glasses, Smart Watches 
▫ Medical Devices- “Smart” pumps, monitors, 

and sensors. 
 By 2019 this market area is expected to be 

$5.8 Billion dollars. 
▫ Internet “objects”-  TVs, cars, appliances, 

thermostats, security systems, copiers, etc. 
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The Cloud and Social Networking 
  
 Estimated that by 2017 Cloud based traffic 

will reach 5.3 Zettabytes. 
▫ In 2013 the entire world wide web reached 

4 Zettabytes 
▫ Cloud grows approximately 36% every year 

 There are 1.5 billion users of Social 
Networks. 
▫ that equates to 1 out of every 4 people in 

the WORLD will use a social network. 
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 In 2013, there was 18 times as much 
Mobile Data transfer as there was on all 
the internet in 2000. 
 Today, approximately 3 Billion people 

have internet access. 
 
 

 
 

6 



What is a Data Breach 
 Generally defined as: 
▫ Release of unauthorized access of secured 

data by unauthorized individuals. 
 Most common causes of Data Breach: 
▫ 1. lost or stolen equipment 
▫ 2. intercepted communications 
▫ 3. insider activity 
▫ 4. malware/hacking 
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The Good, The Bad and The Ugly 
 GOOD- Internet has made data accessible 

and has improved convenience and 
quality in most industries.  
▫ i.e. telemedicine- improved health care 

 BAD-  It has created new legal cottage 
industries like data collection businesses. 
▫ Data collectors acquire approximately 

3,000 data points on every U.S. consumer 
every year.   
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The UGLY 
 Hackers from all over the world now have 

a whole new world of victims. 
 Estimated that 60,000 pieces of malware 

software are written EVERY DAY. 
 According to Verizon, which releases a 

nice report every year 
▫ 80% of such hackers are unsophisticated 

and are defeated with basic security. 
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Knowledge is Power 
 Most of these hackers are seeking specific 

information on you and your clients. 
▫ Social Security numbers sell for about $5 
▫ Bundles of social security numbers sell for 

more 
▫ Credit card numbers sell for about $1 
▫ Medical records sell for about $50 
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Bad Actors 
 Sellers of information  
 Hacktivists 
 Organized Crime - Eastern Europe, Asia 
 Economic Espionage - China, Russia, Iran 

and North Korea 
 Internal actors- people who have access 

to system or data and take it.  
The world has changed because of the 

internet.  It has become much smaller! 
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Types of threats 
 Distributive Denial of Service (“DDOS”) 
▫ Crash websites using Bots 

 Ransomware 
▫ Break in with malware and encrypt all your 

data.  
 Phishing - usually by email / direct victim 

to input information. 
 Pharming - directs victim to fraudulent 

website. 
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 Social engineering - fraudulent websites 
taking advantage of human emotion. 
▫ Within hours of the Boston Marathon 

bombing there were fake websites up that 
installed malware and acquired data.  

 Targeted hacking into emails/bank 
accounts 
▫ Celebrities emails. 
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Who are the targets? 
 Businesses and individuals 
 All of your clients are targets 
 Target, Home Depot, banks, Government 
 Individuals - You and your families are 

targets. 
 My best example - 76,000 records! 
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Catch Phrases  
 Zero Day attacks 
▫ Attack exploits previously unknown 

vulnerability.  
 Watering Hole 
▫ Specialized attack against industry, 

business or group and places malware on 
site which is often used. 

 Patch Tuesday 
▫ Microsoft releases security patches. 
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Practical Pointers  
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 Do not stick your head in the sand. 
 Recognize the risk. 
 It is a total team effort 
▫ Management, IT, Risk Management 

 Commit time and resources to protecting 
self 
▫ Internet security 
▫ Encryption 
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 Policies 
▫ Consider limiting employees use of internet 
▫ Symantec Study 
 64% of breaches caused by human error 
 i.e. surfing web, checking personal email. 

▫ Once in your network, average time before 
discovery is: 
  243 days. 

▫ Mobile devices 
 Passwords mandatory 
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Discovery of Breaches  
 60% of data breaches discovered by 3rd 

parties 
 76,000 records case 
▫ Notified by FBI 

 Get experts involved immediately. 
▫ IT and legal counsel 
▫ Often hackers will install patches 

 Break into your house, steal your TV, but 
make the bed and wash the dishes! 
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 Make sure that you are getting rid of data 
the right way. 
▫ Copier example 
 Sold copiers that had all kinds of secured 

data, which was released. 
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Privacy Policy 
 It is a legal notice which provides 

information on how private information will 
be collected and used and advises 
consumers of rights. 
 Every business should consider whether it  

should have a privacy policy. 
 Some industries are required by law 
▫ Healthcare, financial institutions 
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Personal Pointers 
 1. Use a separate computer at home for 

banking, checking credit cards etc, from 
the computer used for gaming, social 
media or used by kids. 
 2. Put a passcode/password on all 

electronic devices. 
 3. Be very careful when using public wi-fi 
 4.  Be discerning about which emails and 

links you open. 
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Laws- Behind the times   
 HIPAA/HITECH 
 North Carolina Identity Theft Protection 

Act 
▫ G.S.§ 75-60  
▫ Each state has a similar yet different Act 
▫ Massachusetts law 

 Gramm/Leach/Bliley Act 
▫ Financial services industry 
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 FTC- 
▫ Wyndham Hotels case 
 FTC sued - claimed did not meet standards 

for privacy after breach 
▫ LAB MD case 
 FTC sued 
 Company went out of business 

 Other indirect statutes 
 SEC 8K filing - should be disclosed 
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HIPAA-  
 Covered entities - i.e. health care 

providers 
 Business Associate - attorneys, 

accountants, financial advisors, 
consultants, etc., to whom PHI is 
disclosed. 
 Disclosure -  “release, transfer, or 

provision of access to, or divulging in any 
manner” PHI. 
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 PHI -  individually identifiable health 
information 
▫ Interesting exclusions - someone who has 

been deceased for more than 50 years. 
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Security Rule 
 Security Rule 
▫ Covered entity must: 
 1.  Ensure confidentiality, integrity and 

availability of PHI 
 2.   Protect against reasonable threats to 

security of the PHI 
 3.   Protect against disclosures of PHI 
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Security Rule is very broad  
 Facebook case 
▫ Employee at medical practice took picture 

of someone checking out.  
▫ Felt that the patient was rather obese and 

dressed differently. 
▫ Posted it on Facebook. 
▫ HIPAA violation?? 
 YES, YES, YES! 
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Privacy Rule 
 Covered entity  may not use or disclose 

PHI without written authorization, or the 
opportunity to object. 
▫ Many exceptions 

 
 By law, HIPAA applies to Business 

Associates. 
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Business Associate Agreements  
 Must be in writing and must: 
▫ State permitted uses of PHI 
▫ State BA will not use or disclose PHI except 

as permitted by agreement or law 
▫ Use appropriate safeguards to protect PHI 
▫ Report any disclosure of PHI  
▫ Make PHI available as required by law 
▫ Authorize termination of agreement if BA 

violates any of the terms. 
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Added terms to be aware of  
 1.  Indemnification agreement 
▫ Many have provision that the BA will 

indemnify covered entity for any claims, 
losses, fines, etc. 

 2.  Choice of law clause  
▫ Each state has its own law on this issue 
 Some are more restrictive than others. 
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HITECH 
 HITECH- Health Information Technology 

for Economic and Clinical Health act. 
 Part of the American Recovery and 

Reinvestment Act of 2009 
 Signed into law on February 17, 2009. 
 Provided financial incentives to start using 

EMR and demonstrating meaningful use. 
 Beefed up penalties for violations  of 

HIPAA 
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HITECH 
 
 Enhanced Security and Privacy rules 
 Requires CE and BA to implement policies 

and procedures to prevent, detect, contain 
and correct security violations.  
 This applies to information systems.  
 Includes: polices regarding regular review 

of who has access to PHI, disaster plans, 
data back up and training of workforce.  
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HITECH 
 Specifically requires Physical and 

Technical Safeguards for buildings, 
computers, networks and other 
information systems. 
▫ Includes: 
 Making sure building is safe 
 Encryption software is utilized where needed 
 Assigning unique user IDs and tracking such 

 HITECH also applies to BAs 
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Notification Rules 
 60 days to notify individuals if reasonably 

believe their PHI was accessed, acquired 
or disclosed 
 Notification must include: 
▫ 1.  brief description of what happened 
▫ 2.  identify type of PHI involved 
▫ 3.  recommend steps which individual can 

take to protect themselves and any steps 
taken to mitigate harm. 

▫ 4.  contact information if patient has 
questions - may include toll free number 
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Notification Rules  
 If more than 500 individuals then media 

outlets covering the state or jurisdiction 
must be notified 
▫ Along with Sec. of HHS  
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Substitute notice  
 Must provide substitute notice if 10 or 

more do not have accurate contact 
information. 
▫ Must be conspicuously on website or in 

major print or broadcast media for 90 days.  
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North Carolina Identity Theft 
Protection Act 
 Applies to all Businesses in NC 
 Requires businesses to protect SS# 
 Defines Personal Information as: 
▫ Person’s first initial and last name  
▫ Drivers license, passport number 
▫ Bank account numbers 
▫ Credit/debit card numbers 
▫ PIN code numbers 
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 Fingerprints 
 Passwords 
 Parents legal surname prior to marriage 
 Biometric data 
 Any other information that can be used to 

access person’s financial resources. 
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Specific Requirements of NC Act 
 Businesses must take reasonable 

measures to protect Personal Information 
 Destruction of Personal Information 
▫ Requires policies on destruction of 

documents and electronic data with PI 
 Same notification requirements as 

HITECH but adds that NC Atty General 
must be notified. 
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 Unlike HIPAA and HITECH, it provides a 
private cause of action for a breach. 
 Expressly provides for claim for unfair and 

deceptive trade practices which permits 
treble damages and attorneys fees.   
 However, plaintiff must suffer actual 

damages for claim to be made.  
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Last piece of advice  
 INSURANCE 
▫ Insurance companies are working hard to 

exclude claims under CGL policies. 
▫ Recommend all businesses obtain Cyber 

Risk Insurance 
▫ Example – 76,000 records case. 
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